
Using the newly updated risk module in Smart Audit 

Compliance with ISA 315 (revised) - Identifying and Assessing the 

RISKS OF MATERIAL MISSTATEMENT



PREVIEW

Assessing the ‘Risk of Material Misstatement’ in External Auditing and how Smart Audit can facilitate its 

performance and help develop the appropriate audit approach.



RISK ASSESSMENT 

Risk assessment is critical to the performance of all financial statement audits. 

The idea of a “risk-based” approach to auditing means that the auditor focuses audit effort on those 

areas that are most at risk of material misstatement. So, when planning an audit, the audit team would 

therefore be asking themselves:

• What are the areas of risk? 

• How big is the threat of material misstatement associated with these risks? 

• What audit procedures need to be performed to respond to the levels of risk assessed?

But both auditors and regulators report problems in applying the relevant auditing standards 

consistently. Key risk assessment issues include:

• The quality of linkages between risk assessment and response;

• The need to demonstrate and document how professional judgement was applied; and

• The definition, determination and understanding of ‘significant risk’ under the ISAs.



RISK ASSESSMENT PROCESS

Understanding the entity and 
its environment

Understanding the entity’s 
Internal control

Assessment of risk level

Developing audit approach



SNAPSHOT OF THE DOCUMENT

Understanding the entity and its 
environment, including FRF

What does it involve?

Why is it important?

What procedures to perform the understanding?

How can it be done in Smart Audit?

Understanding the Internal control What does it involve?

Why is it important?

What procedures to perform the understanding?

How can it be done in Smart Audit?

Risk Assessment Concept of Inherent Risk Assessment

Concept of Control Risk Assessment

Risk of Material Misstatement

How do we perform risk assessment in Smart Audit?

Outcome of Risk Assessment Audit Plan and Audit strategy

Devising Audit strategy in Smart Audit



SMART AUDIT
UNDERSTANDING THE ENTITY AND ENVIRONMENT, INCLUDING 

FINANCIAL REPORTING FRAMEWORK



UNDERSTANDING THE ENTITY AND ITS ENVIRONMENT 

The goal is to identify the risk factors that may lead to a misstatement in Financial statements

What does it involve?

This involves gaining knowledge about the Industry, Regulatory and other external factors, nature of the entity, 

financial reporting framework, objectives, strategies, etc. It establishes a frame of reference within which the auditor 

plans the audit and exercises professional judgment throughout the audit.

Why is it important ?

To plan the Audit and develop audit approach, auditor need to identify and assess the possibilities of financial 

information and material misstatements. In the business world, there are many macroeconomic factors such as 

legal factors, competitive factors, and technological factors, economic factors that may cause the business 

management to overstate or understate the material either intentionally or unintentionally. For this purpose, Its 

important to obtain information, that may have a direct and indirect effect on the financial information and thus on 

the Audit procedures to be performed by the entity.



For the first year Audit or first-

time audit, the auditor needs 
to have a thorough 

understanding of the 

company. 

For the subsequent years, the 
auditor needs to assess if 

there is any change in the 

entity environment which may 

have a direct and indirect 

effect on the financial 
statement.

It’s always a good idea to first read the section thoroughly before discussing with the client.

UNDERSTANDING THE ENTITY AND ITS ENVIRONMENT 

How can we obtain the relevant information?

v Understand the general details about the company by conducting meeting or 

discussion with appropriate personnel in the client team. The appropriate client 

personnel will depend on the client nature. 

v Determine If there were any significant issues highlighted in the previous year Audit. 

v Obtain the information where it can be sourced publicly, like company website, 

team, Business profiles, Industry update, applicable laws to the company etc.

v Quickly going through the Previous year Audit report 

v Review Client Trial Balance or major variations from the current year.



Section B1 – Understanding the entity and its environment

All the major aspects which the auditor needs to 

understand are given in the form B1 and have been 

broadly categorized in the following: 

v Background of the company

v Structure

v Laws and Frameworks 

v Prior year findings 

v Significant updates 

v Related parties 

v Service organizations

Under each category, the details which the auditor is 

required to gather have been asked.  

Guidance has been given for each area under the 

information icon.



This links the understanding of the entity 

to the risk assessment and thereby the 

Audit plan to ensure that all the risk 

factors are considered in the audit.  

In taking any matter into account, the 

auditor consciously thinks about 

something when judging a situation. This 

means when obtaining the required 

understanding, the auditor is actively 
thinking about how the inherent risk 

factors may influence the entity’s 

financial reporting but only taking action 

when the inherent risk factor is applicable.

Section B1 – Understanding the entity and its environment

Risk Factors to increase focus on the outcome:

For each broad category of areas, the system prompts the auditor to 

assess  if any aspect of the entity indicate the heightened entity risk or risk 

of material misstatements, with its Risk factor checklist. 

The auditor need to select the responses which directly flows to the Risk 

assessment section.



Section B1 – Understanding the entity and its environment

How much granularity required, especially for Less complex entity?

• For audits of financial statements of Less complex Entities, the form and extent of documentation may be simple 

and relatively brief. However, the documentation needs to be sufficient to enable an experienced auditor, having 

no previous connection to the audit, to understand. It is not necessary to document the entirety of your 

understanding of the entity and matters related to it. Key elements of understanding documented may include 

those on which you based the assessment of the risks of material misstatement.

• There are areas where small entities many not have formal plans or strategies, or processes to measure and 

review the entity’s financial performance, or different management and governance structure. 

• In that case, the auditor can customize the form for example, the auditor can combine the Governance and 

Management structure step into one.  



SMART AUDIT
UNDERSTANDING THE INTERNAL CONTROLS



Internal control systems, including IT systems, are divided into five interrelated components:

• Control Environment: It includes the fundamental organisational structure, discipline and values of the entity. This 

creates and appropriate framework to ensure good governance of the resources entrusted.

• Entity’s Risk Assessment: It is to determine how the management identifies business risks relevant to financial 

reporting, estimates the significance of risks, and decides the actions to manage them. 

• Control Activities: To define the policies and specific procedures implemented by the entity to ensure that the 

identified risks are appropriately managed.

• Information and Communications: To understand the IT systems being used by the entity for generation of 

information, which may have effect on the financial statements. 

• Monitoring: To ensure ongoing assessment of performance. This includes internal audit and evaluation, as well as the 

annual review of internal control.

What it involves?

Obtaining an understanding of internal control involves evaluating the design of a control and determining 

whether it has been implemented, so that the auditor can make a better assessment of control risk.

Internal Control Understanding



Internal controls are activities designed, implemented and maintained to reduce identified business risks that threaten the 

achievement of entity’s objectives. 

Internal Control Understanding

Why is it important?

The auditor can formulate the audit plan only after he has had a satisfactory understanding of the internal control 

systems and their actual operation.

In a situation where Internal controls are weak; the auditor may choose an auditing procedure or test that otherwise 

might not be required; he might extend certain tests to cover a large number of transactions or other items than he 

otherwise would examine and at times he may perform additional tests to bring him the necessary satisfaction.

An auditor needs to perform a control risk assessment concerning the financial statement level of risk and the 

assertion level of risk as Audit risk is the combination of inherent and control risk. 

Risk of Material Misstatement = Inherent Risk x  Control risk

Performing such an assessment will require the auditor to possess a strong understanding of the 

organization’s internal controls.

https://smallbusiness.chron.com/seven-internal-control-procedures-accounting-76070.html


Process understanding - How the processes operates in the entity. 

Mapping of risks and controls – what risks are addressed by the control 
activities in the process

Design and Implementation test - To check where the controls are 
designed appropriately and are in implementation throughout the year.   

Control effectiveness Assessment to assess Control risk Level - Based 
on control testing

Control risk assessment process

Internal Control Understanding



After performing entity understanding in section B1, the section B2 guides the auditor to perform Internal control 

understanding. 

Each section has been systematically segregated to cover component by component. Each component has areas 

to be focused on. The detailed guidance for each step has been given in the information button. 

Section B2 – Internal Control Understanding



Control Activities:

The auditor needs to understand the process to determine the control activities. Since it is done for each section, 

links has been given to respective sections to link Process flow for each area to respective section. Based on the 

process understanding, the auditor can identify controls and map them to the risks these controls are addressing. 

Section B2 – Internal Control Understanding



SMART AUDIT
RISK IDENTIFICATION AND ASSESSMENT



The auditor uses information gathered by performing entity understanding 

and its Internal controls, including the audit evidence obtained in evaluating 

the controls, as audit evidence to support the risk assessment. 

The risk of Material Misstatement may exist at 2 levels:

• Overall Financial statement Level

• Assertion Level

Risk Assessment

FS Level Assertion Level

Risk Identification and Assessment



Risk Identification and Assessment

Risk at Financial Statement Level 

Risk of this nature may not affect a specific section but may pervasively affect the financial 

statements. 

For Example, the risk that the entity may not continue as a going concern.  This may have 

pervasive effect on the financial statements. 

What is the purpose of addressing risk at FS level?

The requirement to assess the risks of material misstatement at the financial statement level 

is two-fold:

• to determine whether such risks affect the assessment of risks at the assertion level; and 

• to evaluate the nature and extent of their pervasive effect on the financial statements. 

The overall Financial statement risk has an impact on the overall Materiality and the 

Performance materiality of each section.

RA

FS Assertion

Multiple assertions in financial statements



Risk at Assertion Level :

Risks of material misstatement that do not relate pervasively to the financial statements are 

risks at the assertion level i.e., this risk at assertion level applies at account level.

For example, in a Tech company, due to new technology, the existing technology may get 

obsolete. Because of which the software value in balance sheet may be affected. It is a risk 

that the asset would not have been impaired. This may affect the valuation assertion for 

Intangible Assets. 

For each risk identified during Risk assessment procedures, the auditor should select which 

assertions may be affected by the risk.

Risk Identification and Assessment RA

FS Assertion

Assertion at account level

.

Valuation of PPE 
may be incorrect



What is the purpose of addressing risk at Assertion level?

Risks of material misstatement at the assertion level are assessed in order to determine the

Nature (type/nature of tests to be performed) 

Timing (period of samples)

Extent (sample size)

of further audit procedures necessary to obtain sufficient appropriate audit evidence.

Risk Identification and Assessment RA

FS Assertion



Assessment of Risk of Material Misstatement:

The risk consists of 2 components

v Inherent risk 

v Control risk

Risk of Material 
Misstatement 

(ROMM)

Inherent risk
(IR)

Control Risk
(CR)

For each identified risks of material misstatement at 

the assertion level, the auditor needs to : 

• Assess inherent risk

• Consider how, and the degree to which, the risks of 

material misstatement at the financial statement 

level affect the assessment of inherent risk at 

assertion level. 

• Determine whether the assessed risks of material 

misstatement are significant risks (i.e., those risks 

that are close to the upper end of the spectrum of 

inherent risk, as explained in the subsequent 

sections.)

Risk Identification and Assessment



Inherent Risk

Risk without considering any controls

Likelihood

How likely it is to occur

Magnitude

Impact on FS

A higher inherent risk indicates that the transaction class, balance, or an attached disclosure is at risk of being materially misstated. 

Risk Identification and Assessment

Inherent Risk 

Inherent risk is the natural level of risk, without doing anything to 

reduce the level of risk i.e., without considering any controls or 

mitigating measures. Factors in the entity and its environment 

may influence the inherent risk. 

In assessing inherent risk, you exercise professional judgment to 

determine the significance of the combination of the likelihood 

and magnitude of a misstatement.

E.g., The risk for a derivative transaction is higher than a trade 

receivable transaction as derivatives involve more complexity. 

ROMM

IR CR



It is the combination of Likelihood and Magnitude that determine where on the spectrum an identified risk of material 

misstatement is assessed.

Risk Identification and Assessment

The spectrum of Inherent Risk 

The degree to which inherent risk varies on a 

spectrum is referred to as the spectrum of 

inherent risk. 

The judgment about where in the range inherent 

risk is assessed may vary based on the nature, 

size and complexity of the entity and takes into 

account the assessed likelihood and magnitude 

of the misstatement and inherent risk factors.

ROMM

IR CR



Risk Identification and Assessment

Why is Inherent risk assessment required separately, rather than combined risk level?

Performing risk assessment considering the Inherent risk factors steer the auditor towards 

the factors that affect an assertion's susceptibility to misstatement, resulting in the more 

focused risk identification.  

It improves the quality of risk assessment process as a separate Inherent risk assessment 

helps avoid making inappropriately lower risk assessments assuming that controls are 

effectively operating without testing the controls. 

Consequently, it help focus the auditor’s efforts towards relevant areas. 

ROMM

IR CR



Risk Identification and Assessment

Why likelihood and magnitude is important?

This concept forces the auditor to consider the risk in detail and to decide whether it is 

worth focusing on. It provides a practical approach to respond to the risks. The risk may 

exist, but the possibility of occurrence may be remote or the impact it may have can be 

insignificant. 

Assessing the risk based on the combination of likelihood and magnitude helps you to 

better prioritize the area which can really have some material impact on the Financial 

Statements and prevent the auditor from performing over auditing. 

ROMM

IR CR



Control Risk

Companies may develop internal controls or mitigating measures to manage areas that are inherently risky. 

Control risk arises because of the inadequacy of these internal controls in the company either in design 

aspect or operation i.e., either the controls are not able to mitigate the risk because of its design or because it 

is not being implemented effectively. Hence it does not reduce any risk.

Control Risk (CR)

Inadequacy of controls

Design 
Effectiveness (DE)

Operation 
Effectiveness (OE)

Any plans to test the operating effectiveness of 

controls is based on an expectation that controls are 

operating effectively, and this forms the basis of the 

auditor’s assessment of control risk.  

Where the Auditor does not plan to test the operating 

effectiveness of the controls, the control risk should be 

assessed as Maximum. 

Risk Identification and Assessment ROMM

IR CR



Control Risk

Control Design

Evaluating the design of a control involves considering whether 

the control, individually or in combination with other controls, is 

capable of effectively preventing, or detecting and correcting, 

material misstatements.

Control operation

Implementation of a control means that the control exist, and that 

the entity is using it. There is little point in assessing the 

implementation of a control that is not effective, and so the 

design of a control is considered first

CR

DE OE



Control Risk

Steps to assess control risk :

1. Consider knowledge acquired from Entity understanding

2. Understand Processes 

3. Identify necessary controls to the risks

4. Perform test of Design and Implementation of controls

5. Evaluate the evidences and make assessment

CR

DE OE



Significant Risk

A risk can be significant risk when:

• The assessment of inherent risk is close to the upper end of the spectrum of inherent risk i.e., when the 

combination of Likelihood and Magnitude is high.

• The risk is to be treated as a significant risk in accordance 

with the requirements of other ISAs e.g., 

v Fraud risks

v Whether the risk is related to recent significant 

economic, accounting, or other developments, and 

therefore requires specific attention

v Whether the risk involves significant transactions with 

related parties

v Unusual Transaction



Smart Audit Risk Assessment page

Smart Audit - Risk Identification and Assessment



Section B3 - Risk Identification and Assessment

Risk Factors

The risk factors identified from the risk assessment procedures, get summarized in the section B3. This will 

ensure that all the high-risk factors are covered and does not go out of sight.



Section B3 - Risk Identification and Assessment

To start with adding risks

For the ease of use and saving time, the smart audit system has pre-populated risks for each section, 

which can be customized as per the client's risk factors. These risks are pre-mapped to the assertions 

affected.

However new risks can also be added by the auditor, as identified from the knowledge of the entity. 



Least Likelihood Highest Likelihood

Rare Unlikely Moderate Likely Very likely

• No Complexity

• least subjective

• No change

• Certain

• Very complex

• High subjectivity

• Significant change

• High uncertainty 

Section B3 - Risk Identification and Assessment

Assess Likelihood (Probability of occurrence)

For each risk, assess the likelihood of based on the knowledge of entity and its environment on the given scale. 

Consideration of the likelihood takes into account the ‘possibility that a misstatement may occur, based on how the 

inherent risk factors affect the risk of material misstatement (for example where the complexity is more, the higher on 

the spectrum of inherent risk the identified ROMM will likely be).



Section B3 - Risk Identification and Assessment

Assess Magnitude (Impact on Financial statements)

For each risk, assess the magnitude based on the knowledge of entity and its environment on the given scale. 

Consideration of Magnitude takes into account the impact that the risk may have on the financial statements. 

It considers both Qualitative and Quantitative aspects of possible misstatements.

Example of Qualitative aspect – classification assertion may not affect the amount, 

but it may affect the compliance with debt covenant.

Least Magnitude Highest Magnitude

Trivial Minor Moderate Major Extreme



Section B3 - Risk Identification and Assessment

Control Risk Assessment

Map the controls to the risk for that area under ‘Risk Profile'. The control activities identified from the process 

understanding needs to be assessed for design and operation effectiveness which forms the base for control risk level.  

Ineffective Weak Moderately Effective Majorly Effective Highly Effective

Highest Risk Lowest Risk

If you do not plan to test the operating effectiveness of controls, 

your assessment of control risk is such that the assessment of the 

risk of material misstatement is the same as your assessment of 

inherent risk. 



Section B3 - Risk Identification and Assessment

Significant Risk 

Whereas per the Auditors Judgement the risk represents significant risk, it can be highlighted for attention.



Risk of Material Misstatement

Based on the Inherent risk assessment and control risk by the auditor, the system will compute the Risk of Material 

misstatement, using a risk matrix. 

Section B3 - Risk Identification and Assessment



Risk heat map

Visualize the risk with Risk heat map and 

prioritize and highlight significant risks.  

Summary view

Quickly scan the significant risk areas, assertions 

covered and risk level with section wise risk summary.

Section B3 - Risk of Material Misstatement



SMART AUDIT
DEVELOPING AUDIT PLAN



The higher on the spectrum of inherent risk the identified risk is assessed, the more persuasive the audit evidence will need to be, 

to respond to the assessed risk. 

Outcome of Risk Assessed risk of Material Misstatement

The output of the Audit risk assessment is the 

v Audit strategy

The audit strategy sets out in general terms how the audit is to be conducted and sets the scope, timing, and 

direction of the overall audit. 

v Audit plan

The audit strategy then guides the development of the audit plan, which contains the detailed responses to the 

auditor’s risk assessment. This includes the Audit tests to be performed and the extent of performing the test (sample 

size). 



Section B6 - Outcome of Risk Assessed risk of Material Misstatement

For each assertion that is affected as , the system prompts the auditor to develop the audit approach. 

This ensures that all the auditor covers all the assertions as assessed during the risk assessment. 



Section B6 – Outcome of Risk Assessed risk of Material Misstatement

Quickly review the summary of Audit plan for each section. 



SMART AUDIT
NEXT STEPS



Act on Audit Plan – Field work

Based on the planned procedures, Smart Audit designs the Field work for each 

section and guides the auditor to perform Audit tests, based on which the Audit 

conclusion  is made.

The risk assessment process is 

dynamic and iterative. The 

preliminary risk assessments, and 

responses planned for those 

assessment , may not be 
appropriate when new 

information is obtained as a part 

of field work. The auditor need to 

be alert to this possibility 

throughout the audit. 

This may include changes to both 

the overall responses and further 

audit procedures. 



SMART AUDIT
Summary



Summary

The changes in the risk assessment encourages auditors to have a more consistent and robust risk assessment 

with a framework to assess appropriate risk levels and prompts them to exercise professional scepticism and 

document it at every stage. While the implementation may sound practically challenging for SMPs, Technology is 

the way to go.

Smart Audit provides the step-by-step workflow to seamlessly perform the risk assessment, & make the 

transition easier, with the customization features to commensurate with the client nature and size. 

Get in touch with us for any clarification or queries at support@smartaudit.co or the chat service available on the 

website.

mailto:support@smartaudit.co

